
 1/3 

 
École Nationale Supérieure d'Informatique et d'Analyse des Systèmes 
Centre d’Études Doctorales en Sciences des Technologies de l'Information et de l'Ingénieur 

AVIS DE SOUTENANCE DE THÈSE DE DOCTORAT 
 

Madame Samia EL HADDOUTI 

soutiendra publiquement sa thèse de Doctorat en Informatique 
Le Mercredi 30 Décembre 2020 à 10h00 au Grand Amphi à l’ENSIAS 

 
 

 

Intitulé de la thèse 

A BLOCKCHAIN-BASED APPROACH FOR AN 
INTEROPERABLE IDENTITY FEDERATION FRAMEWORK  

  

Devant le Jury composé de : 

Président :  
Pr. Mostapha ZBAKH, PES, ENSIAS, Université Mohammed V de Rabat 
Directeur de thèse :  
Pr. Mohamed Dafir ECH-CHERIF EL KETTANI, PES, ENSIAS, Université Mohammed V de 
Rabat  
Rapporteurs : 
Pr. Abdellatif MEZRIOUI, PES, INPT, Rabat 
Pr. Habiba CHAOUI, PES, ENSAK, Université Ibn Tofail, Kénitra 
Pr. Rahal ROMADI, PES, ENSIAS, Université Mohammed V de Rabat 
Examinateurs : 
Pr. Mostafa BELLAFKIH, PES, INPT, Rabat  
Pr. El Mamoun SOUIDI, PES, FSR, Université Mohammed V de Rabat 
 



 2/3 

A BLOCKCHAIN-BASED APPROACH FOR AN INTEROPERABLE 
IDENTITY FEDERATION FRAMEWORK  

Abstract: With the advent of new collaborative platforms such as Grid Computing, Cloud 
Computing, and Peer-2-Peer networks, organizations in different sectors are increasingly 
aware of the importance of being involved in large-scale inter-organizational 
collaborations to create new business opportunities and thereby enhance their 
productivity. Indeed, these contexts of collaboration are based on the sharing of 
innovative services and resources within communities’ environments, by transforming the 
way of using information and delivering services to citizens. However, the diverse 
contexts of collaboration are always subject to cybersecurity risks. As a matter of fact, 
data protection and access control are correspondingly greater concerns that are related 
to the Information Systems openness and data sharing, especially when it comes to the 
sensitive areas like e-Banking, e-Health, e-Commerce, e-Government, etc; where the data 
is extremely confidential. 

To better control the sharing of services and the associated data, while enhancing 
usability, security, and privacy aspects, the Identity Federation approach has been 
introduced as a set of practices, policies, and technologies to arrange between multiple 
stakeholders (Identity Providers and Service Providers) in order to share electronic 
services and resources between collaborators across only trusted administrative domains, 
without a need to register end users with different Service Providers. Yet, the typical 
Identity Federation solutions are not complied with the fifth law of digital identity relating 
to the interoperability requirement. In fact, in a single access session with a Service 
Provider, an end user is allowed to choose only one Identity Provider that has to 
communicate all identity attributes of this user to the Service Provide in the aim to get an 
authorized access to the requested resource. However, there are many contexts and 
scenarios where a Service Provider need to retrieve additional attributes from different 
Identity Providers for granting access to the end user. Consequently, the interoperability 
requirement is actually a real challenge that remains to be overcome. From this 
perspective, several initiatives and projects have been introduced in the direction to deal 
with the interoperability challenge of the typical Identity Federation systems, by adopting 
the Attribute aggregation mechanism. Nevertheless, the proposed models are not 
effective enough to yield satisfactory results in terms of the privacy, security, and 
trustworthiness. Simultaneously, the centralization approach of these schemes is another 
major concern, leading to inherent deficiencies such as a central point of failure and 
scalability issues.  

In order to better deal with such a dilemma and tackle the stated gaps of current 
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Attribute aggregation models, Blockchain technology, as a decentralized and distributed 
network, may be the most suitable environment for carrying out the Attribute aggregation 
mechanism without resorting to a central authority and enhancing thereby the security 
and trustworthiness aspects. Our ultimate goal in this research project is to propose an 
alternative solution that can provide the main advantages of Blockchain to the Identity 
Federation paradigm, while ensuring the necessary mechanisms to federate and 
aggregate identity attributes from multiple Identity Providers. More specifically, in this 
thesis, our main contributions consist in proposing, designing, and developing a novel 
model of Attribute aggregation within a federated Blockchain environment, based on a 
set of relevant criteria that have been expressed by professionals and experts who are 
working in the trusted identity and Identity Federation area, within REFEDS and eduGAIN 
European communities, via an online survey. The main idea behind the proposed 
approach is to enhance the security and privacy aspects on the one hand, and to avoid 
the need of a central third party to effectively handle the Attribute aggregation process 
on the other hand. Hence, the new model overcomes the major challenges related to the 
interoperability requirement that could reduce the attractiveness of the Identity 
Federation approach. From the technical standpoint, the proposed system is relied mainly 
on the SAML standard and Smart Contracts programs, by providing a Proof-of-Concept 
implementation that present the different processes to state the system’ performance via 
experimental results. 
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